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1. Getting Started

Symbols Used in this Manual

This is a step in the current task

0 Highlights an area of the Doors Fortessa interface

U This feature is only available to an Administrator

u This feature is only available in the Professional version

PC Specification

RAM

Minimum: 512 MB
Recommended: 1 GB or higher depending on the operating system

Hard Disk space

800 MB free space

Processor

Pentium 11l Compatible or higher
Minimum: 500 MHz
Recommended: 1 GHz or higher

Internet Requirements

Microsoft Internet Explorer 6.0 SP1 or later (prerequisite for .NET Framework)

Prerequisite software

Microsoft .NET Framework 2.0

SQL Server Setup requires Microsoft Data Access Components (MDAC) 2.8 SP1
or later. You can download MDAC 2.8 SP1 from this Microsoft Web site.

Supported operating systems

Windows Vista Business
Windows Vista Enterprise
Windows Vista Ultimate

Windows XP professional SFORTESSA

Windows Server 2003 Enterprise Edition SP1
Windows Small Business Server 2003 Standard Edition SP1
Windows Small Business Server 2003 Premium Edition SP1

Windows 2000 Professional Edition SP4
Windows 2000 Server Edition SP4
Windows 2000 Advanced Edition SP4

Trade mark acknowledgment: These product names are registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other countries.



http://go.microsoft.com/fwlink/?linkid=45988
http://go.microsoft.com/fwlink/?linkid=50233

Logging In as a Different User

T
. From the login screen, select Use a different login.

Login E

Engineer

| Password |a
Usea differeu\_.,t |ogin

Change server settings
Engineer password is 654321 -
please change in "Users and Passwords'

Request a licence kev

2
. Select the desired user.

Enter licence key

Login =

Click an icon to select a different user

& Engineer
&Sample login

3
. Enter the password. Click a to log in.




Adding Doors and Cards Using the Setup Wizard

After logging in for the first time, the Setup Wizard is shown. This provides a simple way to locate doors and add cards to the
system.

Start the wizard by clicking Next.

P

Doors Fortessa Setup Wizard

Welcome to the Doors Fortessa
Setup Wizard

This wizard helps you to:
% Find doors

Add and enable cards
If you are using a USB Interface, connect it now.

To continue, click Next

I Next = | Cancel

Search for doors, or select skip to move on to adding cards.
Doors Fortessa Setup Wizard

Search for Doors

FORTESSA
O you want to search for doors now?

COMTROLLED ACCESS BY DESMN

* ¥Yes - search for doors

Door controllers can be connected using a USE device, or over
your Local Area Metwork.

" Mo - skip this step

Don't add any new doors, and move on to adding cards.

Cancel




Doors Fortessa will check the available hardware channels. For additional IP addresses, use the “Add IP Address” button.

Doors Fortessa Setup Wizard
Available Channels ro n'Essn
Tick the channels to search for doors on. F e ——
Click "Add IP Addres=s" to add a new channel.
. - £
The following communication channels were found. 1:1_;5'
Connection Information
¥ UsB Fortesza USB device
£ 192.6.32.60 Manual Fortessa.net connection to 192.6.32...
[ Add 16 Address |
< Back MNext = Cancel |

Please note:
e FORTESSA.net controllers located on your subnet will automatically be found.
e |P addresses for controllers located on a different subnet must be added using the “Add IP Address” button.

e For automatically found channels “Change IP Address” button will update the IP Address of both the
FORTESSA.net device and any associated controllers.

e For manually added channels, “Change IP Address” will simply change the address to search on.

e Information about the server and subnet is displayed when adding or changing an IP address.

!

Add IP Address

Server IP Address: 192.6.32.69
Server Subnet Mask: 255.255.255.0

9 Enter the IF Address to search on:

|.ri.32.n|

(o] | Cancel




4
. Newly located doors will be added to the list. A message will appear when the scan is complete.

Doors Fortessa Setup Wizard

Search for Doors rn nlll E ssn

Tick all new doors you want to add to the system. e ——
To perform another search, tick 'Search Again'.

-

All newly located | Doors Fortessa Setup Wizard @

Door Mew Door I

E
[ {256 o Yes
J 1 10 new doors found! Yes 1
el |2 = Yes 3
b 3 Yes
W |7 Yes
M s QK | Yas

[ o Yesz

[[] search again

4]

= Back | MNext = | Cancel I

'
. Select Yes to begin adding cards, or No to skip and complete the wizard.

Doors Fortessa Setup Wizard

Add Card R d
ar ecords rnnTEssn

Do you want to add card records? CATROLLED ACCES BT BEESEA

i* Yes - add new cards to the system

Use a registration reader to automatically set the card numbers, or
enter them using the keyvboard.

" Mo - skip this step
Don't add any new card records, and complete the wizard.

=

< Back | ext = Cancel




Enter the details of the cardholder. Present a card to the Registration Reader or Door if required. Click
Add Card Details. Repeat to add all required cards. Note that all available cards do not need to be added in at this time.

Doors Fortessa Setup Wizard

Add Card R d
e FORTESSA

O you want to add card records?

[

Read card 1D from |Prn:|gen'gr USBE desktop reader ﬂ

COMTROLLED ACCESS BY DESMN

Card ID |n|:u:| 13587

|
First name |Ber‘t |
|

Last name |EFI'IE5’E

Enabled
Access lewvel |AII Doors ﬂJ

Add Card Details |

< Back | Mext = | Cancel

Review the list of newly added cards. Click Next.

Doors Fortessa Setup Wizard

Newly Added Cards L} runTEssn

Tick all cards yvou want to add to the system.
To add another card, tick 'Add another'. FATROLER AEELSS Byt

Card ID First Name Last Name Enabled | Access Level
[+l oooo7as2 John Smith Yes {none)
[*looo13s37 Bert Ernest Yes All Doors

[] add another

Cancel |




Click Finish to add the new doors and cards.

Doors Fortessa Setup Wizard

Setup Wizard

10 new doors will be created.

2 new cards will be created.

Update new doors with access levels

To close this wizard, click Finish

Completing to the Doors Fortessa

< Back | Einish | Cancel

Right-click Doors from the System Tree, and select rename.

8 Doors Fortessa - [System Manager]

d MNew * g;; Refresh I.gﬁg View « - m Log off o Help =

@;. System Manager
Doors
ﬁﬁ* Cards S Doors are the basis of your access control system. Add or change a door here.
Events
[ —| — Add new door Search for doors
? Doors
Name | Caontroller ID Connection | Controller Date Responding | Relay A
Access Levels T —|
*| Main Entrance 256 192.6.32.201 4-Feb-2009 15:... Yes Closed
| All Doors 1
—:| General Office 1 192.6.32.201 4-Feb-2009 15:... Yes Closed
Time Zones —
—-'| Accounts 2 192.6.32.201 4-Feb-2009 15:... Yes Closed
[ ] |
i Calendars .
b —| Production 3 192.6.32.201 4-Feb-2009 15:... Yes Closed
@ Space Zones —
—-'| Sales 7 192.6.32.201 4-Feb-2009 15:... Yes Closed
H Triggers —
—-'| Support Dept 8 192.6.32.201 4-Feb-2009 15:... Yes Closed
Fiy Alarms !
- —I Returns 9 192.6.32.201 4-Feb-2009 15:... Yes Closed
) Sync Centre |
%] —| Stores 11 192.6.32.201 4-Feb-2009 15:... Yes Closed
2=~ Backup and Restore |
—-'| IT Server Room 12 192.6.32.201 4-Feb-2009 15:... Yes Closed
ﬁj} Users and Passwords |
. —| Rear Entrance 13 192.6.32.201 4-Feb-2009 15:... Yes Closed
7 Custom Fields
‘:’ Time Sheet
oK No commands pending 04/02/2009 15:59

7




The Doors Fortessa Interface

0 Toolbar

Click the toolbar to perform common tasks such as:
e Adding and removing items
e  Printing and exporting reports

a Task Panel

Shows information on the current section
Provides shortcuts to useful tasks for that section.

a System List

Gives details of the currently selected item

Q System Tree

Shows the available areas of the Doors Fortessa software

#& Doors Fortessa - [System Manager]

1 -
d New @ Refresh

oEE View - -
@oo

Log off O Help «

9

0]
o

3

@.. System Manager
%—."' Cards
Ewvents

= Doors
=
/j? Access Levels
;o
/J;ED All Doors
o~ |

Time Zones

1©

Calendars

Space Zones

AW

Triggers

A Alarms

@ Sync Centre
L3

[ Q—' Backup and Restore
|

Users and Passwords

&_

'( Custom Fields
=]

Time Sheet

4

Doors

Add new door Search for doors

S Doors are the basis of your access control system. Add or change a door here. 6

Name Controller ID Connection Controller Date Responding | Relay A |
—'-‘ Main Entrance 256 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ General Office 1 192.6.32.201 4-Feb-2009 15:... Yes Closed @
—'-‘ Accounts 2 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ Production 3 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ Sales 7 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ Support Dept 8 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ Returns 9 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ Stores 11 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ IT Server Room 12 192.6.32.201 4-Feb-2009 15:... Yes Closed

—'-‘ Rear Entrance 13 192.6.32.201 4-Feb-2009 15:... Yes Closed

Ok

No commands pending 04/02/2009 15:59




Adding, Changing and Deleting Iltems

Adding Items
Items can be added by:

@ Clicking the New Tool Bar button

a The right-click menu on the System Tree

Q Clicking the Add New shortcut

# Doors Fortessa - [System Manager] - E=n(ECR==<=|
|6 MNew @ Refresh x D View « . Print = ‘ Export Logoff 0 Help =

@‘.‘;n System Manager
9 , Cards

) I‘.%.; Events

Add new access level
4| Doors

Access Levels

An access level is a group of doors. These can be applied to cardholders to restrict and allow access to areas of your
building.

y Name
i Access Levels ?

£y All Doors
, All Doors -

_/ Office Hours

Add New

@ Time Zones
Calendars

&

@ Space Zones

H Triggers
A Alarms

@ Sync Centre

Details
Delete

Rename

o
,—%J Backup and Restore

% Users and Passwords

L:F Custom Fields
Time Sheet

0K No commands pending 04/02/2009 16:03




Changing Items

Rename or view details from the System Tree right-click menu

Click Delete from the Tool Bar to remove an item

e Double-click an item in the System Tree or System List

Dours Express - Professiona

|ﬁ New @ Refresh‘QDelete View = . Print - * Export Logoﬁ

@5& System Manager

Access Levels

An access level is a group of doors. These can be applied to cardholders to
restrict and allow access to areas of your building.

Add new accezs level

Mame

%AII Dioors
% Office Hours Q
Details

Delete
AT Rename
Space Zones

0 Anti-Passback Zones
H Triggers

Add New

g Sync Centre

-l
y%—j Backup and Restore

Q Users and Passwords
ﬁ Custom Fields

Mo commands pending 01/10/2007 16:24

10



2. Updating Cards in Doors Fortessa

Adding a Card
Select Card from the New list on the Toolbar

# Doors Fortessa - [System Manager]
T
d Mew| + @ Refresh u De

Card %

Filter

Ewvent View
Door
Access Level
Time Zone
Calendar

Space Zone

Trigger
Custoermn Field

Time Sheet
T

Enter the Card ID (this is an 8 digit number printed on the card), or select _] to present a card to a door or desktop reader.

-

B2

v Card Manager - Existing Record

‘jﬁkdd or Remove Figlds - ilci Cardholder Photo - [.g_‘j Print Card =

r Cardholder Details ——
Card Registration Reader @
Card ID|
First name
Select the desired door and present the new card.
Last name The last card number will be displayed.
Enabled

Access level

[l Fortessa USE desktop reader i

Card ID | Present card at reader |
0] 4 Cancel | Apply
Last transaction: present card to a reader QK Cancel Apply

11



3

Enter the Cardholder Name. Tick Enabled and select All Doors from the Access Level list.

" Card Manager - Mew Record

Oﬁkdd or Remove Fields - il.‘ Cardholder Photo - el Print Card -
— Cardholder Details

—FPhoto

Card 1D [00013587 |J

First name |Bert |

Last name |EFI'IE5t |

Enabled

Access level |l{nu:une] jJ

none
All Doors *
Office Hours

Last transaction: card not izsued (8].8 | Cancel Apply

Click OK. The card will now open all doors.

12



Restricting Card Access by Door

An Access Level is a group of doors. These can be applied to cardholders to restrict and allow access to areas of your building.

1
. Create a new access level by right-clicking Access Levels from the System Tree, and selecting Add New Access Level.

. Mame
All

All Doors

Dormant

[ Ewents
W
E| Doors

Add Mew Access Level b

| @ Time Zones
Calendars

a 1

@ Space Zones

v Anti-Passback Zones

l-_-l] Triggers

Details
Delete

Rename

2
. Enter the access level name and tick the required doors. In the below example, only the Main Entrance door is included.

-
| Access levels - New access level ﬂ

Auto-update is ON
Doors will be updated automatically

rAccess Level

Name |Main Entrance Only |

rTime Zane

Allow access during IEIII hours LI_I

rDoors

Select the doors you want to include in this access level.

[ | rear Entrance

QK Cancel Apply




Find the card by selecting Card Manager, then All. Right-click the card, and select View Details.

# Doors Fortessa - [System Manager]

00007362

Events
?| Doors

0)
/)I—?‘ Access Levels
3
(§ Time Zones
4

i Calendars
@ Space Zones
H Triggers

A Alarms
@ Sync Centre
Lo
< Backup and Restore

% Users and Passwords

|7 Custom Fields

]
Iyl Time Sheet

Add a new card
View details

Disable card

Delete card record

===
!
d New + @ Refresh View - Ej Print = rﬁ, Export Log off Q Help ~
@.. System Manager "
-, Card
=res Search for
“ In Use 2 matching records found
b Add new card Advanced Search Card Change Wizard
Unused
B Al First name Card ID Enabled Access level
00013587
" Dormant

OK

No commands pending 04/02/2009 16:29

&' Card Manager - Existing Record

leﬁldd or Remove Fields = il.i Cardholder Photo -

—Cardholder Details

Select the newly created “Main Entrance Only” access level from the list. Click OK to save.

@ Print Card -

— Photo

Card ID ||:u:u:| 13537

First name |Ber‘t

Last name |EFI'|E5'E

Enabled

Access level |AII Doors

(none)
All Doors
Main Entrance OMLY

Last transaction: Door 86 at 16:20:04 (Valid Card)

oK | Cancel Apply

14




Restricting Card Access by Time

Time zones can be applied to access levels to restrict access to cardholders at certain times of the day.

[
. Create a new Time Zone by clicking Time Zones from the System Tree, and selecting Add new time zone from the
Information bar.

Time Zones

Time zones are comprised of time zone elements, consist
Additionally, calendars can be applied, restricting access
applied to access levels to restrict access at certain times of |
open or close it at certain times of the day.

Add new time g‘gne
Xy

_Name

2
. Enter the time zone name. Attach an Element to the time zone by clicking Add.

g

F{-“k, - -
¢ Time Zones - New time zone

Auto-update is ON
Doors will be updated automatically

—Time Zone

Name |Office Hours |

| =]

Time Zone Element

—Element . . . — —
This element will be active from |08:30 —to I 17:30 =
Time
end ti and will be applied on Monday
Clig Tuesday
Start | Wednesday
Thursday
Friday
[[] saturday
[1 sunday

OK | Cancel I Apply I

|

B
. Enter the required start and end times, and the days this element applies to. Click OK.

15



4
. Repeat steps 2 and 3 to add additional elements, and click OK to save.

’f&- Time Zones - New time zone =3 i
Auto-update is ON
Doors will be updated automatically

—Time Zone

Name |Office Hours I

Calendar I(none) L]_'

—Elements

Time zones are split into elements. Each element has a start time,
end time and can be applied to specific days of the week.

Click "Add.." to create a new element.

Start lEnd I Mon I Tues I Wed l Thur I Fri I Sat l Sun l

08:30 17:30 . . . . .

09:00 12:00 . .
Add... I Remove I Change... I

OK | Cancel | Apply |

D
- Create a new Access Level (as described in Restricting Card Access by Door), selecting the newly created time zone from
the list.

Auto-update is ON
Doors will be updated automatically

~Access Level

Name IOffice Workers I

—Time Zone
Allow access during |all hours _v_|_|
all hours
Office
—Doors =

Select the doors you want to include in this access level.

Door
1 Office
" Main Entrance

OK Cancel Apply

16



# Doors Fortessa - [System Manager]

1
d MNew - @ Refresh

View * - Print + r?; Export Lngnﬁ‘ Q Help «

Find the card by selecting Card Manager, then All. Right-click the card, and select View Details.

=lEE=

@".‘E.. System Manager

John

* s smith
q Events

—I Doors

)

A0 Access Levels
5]

o

(§ Time Zones

)

i Calendars

@ Space Zones

H Triggers

A Alarms

&3 Sync Centre
[
P ,E—; Backup and Restore

% Users and Passwords

I? Custom Fields

{,‘] Time Sheet

g, Card
ards Search for
\ ) .
© In Use 2 matching records found
i Add new card Advanced Search Card Change Wizard
. Unused
B Al First name Card ID Access level
00013587
" Dormant Add a new card
00007862 Yes et

Disable card

Delete card record

No commands pending 04/02/2009 16:29

OK

Select the newly created “Main Entrance Only” access level from the list. Click OK to save.

=" Card Manager - Existing Record

Ghdd or Remove Fields - il.i Cardholder Photo -

Print Card -

=

—FPhoto

— Cardholder Details

Card ID ||:n:n:|135a?

First name |Bert

Last name |EFI'IE5t

Enabled

Access level |Main Entrance OMLY

(none)

All Doors

Main Entrance OMNLY
Office Workers

Last transaction: Door 86 at 16:20:04 (Valid Card)

Cancel Apply

17




Restricting Card Access by Date

The use of Calendars can further restrict access. Calendars consist of exception days. These are applied to Time Zones, which in
turn can be applied to Access Levels or used to release the door lock.

1_
. Create a new Calendar by clicking Time Zones from the System Tree, and selecting Add new time zone from the
Information bar.

Calendars

Calendars are groups of dates. These can be applied to time zones, restricting access on certain days.

Add new c:alp,ﬂdar

A

Name

Enter the calendar name. Use the ;I and LI buttons to move forward and back.

In the below example, UK Bank Holidays have been selected. Click OK to save.

" Calendars - New Calendar |25
Auto-update is ON
Doors will be updated automatically
— Calendar
Mame |Eiar|l-c Holidays |
< | 2008 (Jan-Jun) > |
| January | February | March
Mo Tu WeTh Fr Sa Su Mo Tu WeTh Fr Sa Su Mo Tu WeTh Fr Sa Su
W:::55 12 3 1 2
¥ 8 910 11 12 13 4 5 68 7T & 9510 3 4 5 6 7 & 9
14 15 16 17 18 19 20 11 12 13 14 15 16 17 M0 11 12 13 14 15 16
21 22 23 24 25 26 27 18 19 20 21 22 23 24 17 18 1920.2223
2§ 29 30 31 25 26 27 28 29 B s 25 27 28 29 w0
31
April | May | June
Mo Tu WeTh Fr Sa Su Mo Tu WeTh Fr Sa Su Mo Tu WeTh Fr Sa Su
1 2 3 4 5 6 1 2 3 4 1
7T 8 910 11 12 13 .ETEEI"IEIH 2 3 4 5 6 7 &
14 15 16 17 18 19 20 12 13 14 15 16 17 13 910 11 12 13 14 15
21 22 23 24 25 26 27 19 20 21 22 23 24 25 16 17 18 19 20 21 22
28 29 30 .2?252930 | 23 24 25 26 27 28 29
30
oK I Cancel Apply




-

. Apply the Calendar to a Time Zone by opening an existing time zone or creating a new one. Click OK to save the Time
Zone. This can now be applied to an access level or lock relay to restrict access on the specified Exception Days. This is shown in
Restricting Card Access by Door and Release a Door During the Day.

"4 Time Zones - New time zone
Auto-update is ON
Doors will be updated automatically

—Time Zone

Mame |DFfi|:e Hours |

Calendar |(none) ;I_I
|

none
~Elements ————= 0lid

Time zones are split into elements. Each element has a start time,
end time and can be applied to specific days of the weelk.

Click "Add.." to create a new element.

Start |Er1|:| | Mon | Tues | Wed | Thur | Fri | Sat | Sun |

08:30 17:30 . . . . .

09:00 12:00 . .
Add... | Bemove | Change... |

oK I Cancel | Apply |

19



)
. Create a new Access Level (as described in Restricting Card Access by Door), selecting the newly created time zone from
the list.

-~ Access levels - New access level

Auto-update is ON
Doors will be updated automatically

~Access Level

Name |Office Workers I

—Time Zone
Allow access during |all hours _v_|_|
all hours
—Doors Sisileial

Select the doors you want to include in this access level.

Door
1| Office
| Main Entrance

oK | Cancel Apply

20



Find the card by selecting Card Manager, then All. Right-click the card, and select View Details.

# Doors Fortessa - [System Manager]

T
d New @5 Refresh caal  View v [.?_J Print r‘,‘, Export Logoff Q Help ~

[= e

Tatha System Manager 3 "

g Card
ares Search for

" InUse 2 matching records found

Add new card Advanced Search

Card Change Wizard

. Unused

Access |evel

Enabled
Yes All Doors

First name Card ID

Last name

Al
rnest Bert 00013587

- Dormant

Events
7 e

& Smith Iohn 00007862 Yes

B}
47! Access Levels
o

2

L

8 J Time Zanes

e

Calendars

@l

4 Space Zones

H Triggers

A Alarms

@ Sync Centre

<" Backup and Restore

% Users and Passwords

I'/ Custom Fields

[y] Time Sheet

Add a new card
Wiew details

Disable card

Delete card record

oK No commands pending 04/02/2009 16:29

Select the newly created “Main Entrance Only” access level from the list. Click OK to save.

' Card Manager - Existing Record

C’jﬁ;dd or Remove Fields - il.i Cardholder Photo + @

— Cardholder Details

Card 1D [00013587 |J

First name |Bert |

Last name |EFI'IE5t |

Enabled
Access level |Main Entrance CONLY ﬂ
(none)
All Doors
Main Entrance OMNLY

Office Workers

Print Card -

—Photo

Last transaction: Door 86 at 16:20:04 (Valid Card) QK | Cancel Apply

21




Customising Card Manager

Card Manager shows the basic information required to enable or disable a card — Card ID, Name, Access Level and
Enabled. More items can be added to the Card Manager screen. These are split into two sections: Standard Fields and Custom
Fields.

Standard Fields are additional card information that can be displayed and affect the behaviour of a card. These are:

e Dormant — a card can be automatically be disabled if it hasn’t been used for a period of time.
This is detailed further in Disabling Cards Using Dormant Card Policy.

e Valid From —Specify a date when a card can be used from.
e Valid To —Specify a date when a card can be used to.
e PIN — Personal Identification Number used for Card and PIN systems.

e Current APB Zone - the current Anti-Passback Zone of the cardholder. See Using “Anti-
passback” to encourage correct system usage for more information.

e Second Access Level —a cardholder can be given two access levels if required.

Custom Fields are created by the end-user, and are intended to contain information about the cardholder. Up to 25 Custom
Fields can be created. There are five types of custom field:

e Checkbox

e Drop-down list

. Date
e Text
e Number

22
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Creating Custom Fields

In the following example, a a drop-down list for “Department” will be created. This will be added to the card manager screen in
Changing the Card Manager Display

1
. Add a new custom field by right-clicking Custom Fields in the System Tree.

r_%f-j Backup and Restore

_Users and Passwords

* Custom Fields

Add Mew Custom Field I}
Details
Delete
Rename
oK Mo commands pend

2
. Enter the name, and select the custom field type.

7 Custom Fields ﬁ

Mame |Depar‘tment |

Type |Drop-down list LI
Checkbox I:
Cate
Text
—— Number

23



1
. Add entries to the list by clicking the Add button.

Click OK to save.

.7 Custom Fields

Mame |Depar‘tment

Type I Drop-down list

fccounts

Add

Update I Bemcwel

RaD
Sales

Marketing - -
Productio Add item to list

Quality Assurance

Technical Support

Cancel Apply

y

Custom Fields

Customise your system using custom fields. These can be dates, text, checkboxes or drop-down lists. Custom fields can be

displayed in card searches, card manager and event viewer.

Add new custom field
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Changing the Card Manager Display

In the following example, the custom field created in Creating Custom Fields, along with the Dormant checkbox (see Disabling Cards
Using Dormant Card Policy) will be added to the card manager screen.

Open the Card Manager screen by right-clicking a record in the System List.
# Doors Fortessa - [System Manager]

d Mew ~ @ Refresh = View ~ @ Print = r'f‘; Export Log off Q Help =
@‘:‘Eu System Manager

8g#, Cards

4 In Use

f=lE=Es

Search for

2 matching records found

Add new card Advanced Search Card Change Wizard
< Unused

Last name

First name

Enabled Access level
<Al

rnest Bert 00013587 Yes All Doors
«, Dormant

Add a new card
B smith Jchn 00007862 Yes
Events

View details
—-'I Doors

{0y

ATt Access Levels
;
F )
I§ Time Zones
Calendars

@ Space Zones
H Triggers
A Alarms

@ Sync Centre

Disable card

Delete card record

<25 Backup and Restore

% Users and Passwords

7 Custom Fields

Time Sheet

Bx

OK

No commands pending 04/02/2009 16:29

Click Add or Remove Fields in the toolbar.

-

& Card Manager - Existing Record

Ghdd or Remove Fiellis - il.i Cardholder Photo - @ Print Card -

—Cardholder Details

ES

—Photo

Card ID [00013587 |J

First name |Bert |

Last name |EFI'IE5t |

Enabled

Access level |AII Doors ﬂJ

Last transaction: Door 86 at 16:20:04 (Valid Card) oK | Cancel Apply
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3

Tick the fields to be included. Click Add New to create a new custom field if required. Click OK when finished.

-

GAdd or Remove Fields

— Cardholder Details
Card

¥ Card Manager - Bxisting Record

ID (0001358
First name |Bert
Last name |Ernest

;=

Enabled
Access level |All Door
Last transaction: Door 86 at 16:20:04 (

Field Settings

55

Select the additional details you want to display in card
manager. Click "Add MNew..." to create a new field.

Dormant

[[Jwalid frem

[Jwvalid to

[ card design

[[] second access level

[f| Department
_

Move Up
Move Down

Show

il

Hide

Add New...

Cancel

Apply |

25

by |

The newly added fields will be shown in the Card Manager screen, and will now be displayed for all card records.

& Card Manager - Existing Record

Gﬁkdd or Remove Fields = .I.‘ Cardholder Photo + @

— Cardholder Details

Card ID |nn|31358?

First name |Bert

Last name |EFI'IEEt

Enabled

Access level |

All Doors

Cormant D

Department |

Accounts
Production

Support

—Photo

Print Card =

[l

La=t transaction: Door 86 at 16:20:04 (Valid Card)

Cancel

Apply

-
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Q Using Card Data Import to Add or Update Cards

Card Data Import offers a simple way of adding or updating a group of cards.

1
. Open Card Data Import from Card Manager’s Task Panel.

cEa| View | ' Print = ‘ 1 Expor‘t| Log uﬁ“ 9 Help = |

Card Manager

Maintain user information, issue new cards and search for specific records using card manager.

Add new filter Import cars]data Dormant card policy

L
-

MName

"~ In Use
al

Unused

2
. An example of the import file format is shown at the top of the screen.

Import[ard Data ==
—File Format Example
Card ID ,First Name,Last Name,Enabled,Access Lewvel

12340001, John fSmith f Tes (A1l Doors
12340002, David ,Jones Ho
12340003, William s Turner f Tes (A1l Doors

—Settings
File Location | |_|

[] This list contains celumn headers

Card ID | First Name | Last Name | Enabled | Acceszs Level | Information
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Bl
. Tick the “This list contains column headers” if required. Click the m button to select the import file location. Click Open.

2 Select Import File Location
m'FEI » Daniel Turner » Documents » - ‘4}‘ |Sean:h
‘ Organize =
Eavorite Links Name Date taken Tags Size Rating
E| Documents | i ) "_\}f\u
) : ™ !
[# Recently Changed g : / " 4n

B Desktop Azialis Downloaded My Received My Shapes My Web Sites  MySetups

95| Recent Places Librarian ~ Program U... Files
J .“uil

% Computer

B Pictures [:; E | mn ml .

Search i
E serene Snaglt SOL Server  UpdaterS  Visual Studio ProgenyStaff.
J Public Catalog ~ Manageme... 2005 sV
Folders ~

File name: ProgenyStaff csv »  [CSV Files ("csv) -

[ Open I"] [ Cancel ]

4
. The import file will be validated before importing. Any errors can be corrected before cards are added or updated. The below
example cannot find an Access Level called “Production”. This can be addressed by either:

e Creating a new access level with this name (See Restricting Card Access by Door)
e Importing the records without the missing Access Level.

Import Card Data ==
rFile Format Example

Card ID ,First Name,Last Name,Enabled, Access Lewvel
12340001, John fSmith , YES (B11 Doors
12340002, David L JOones » Ho
12340003, William , Turner , YE= (211 Doors
rSettings
File Location |C:'\,Users'\,Dan.EISEINI:_l'WDRK\DDc:uments\Pru-genvStaf‘f.csv |_|

This list contains column headers

Card ID | First Name | Last Mame | Enabled | Access Level | Information

@ 72210001 Smith JIohn Yes All Doors Record OK

72210002 Frances Farmer Yes Staff Record Ok - unknown access level
72210004 Power Max Yes Staff Record QK - unknown access level
72210008 Jones Dawvid Yes Staff Record OK - unknown access level
72210010 Frank lones Yes Production Record OK - unknown access level
72210012 Makinson Mich: Yes Staff Record QK - unknown access level
72210021 Davies Roger Yes Staff Record Ok - unknown access level
A, 72210023 Douglas Brian Yeg Production Record OK - unknown access level

Ok I Cancel




5
. Click OK to start the import. A message will appear when it is complete.

Import Card Data

File Farmat Example
Card ID ,First Name,Last Name,Enabled,Access Lewvel
12340001, John , Smith , Yes ,B.11 Doors
12340002, David Jones  Ho
12340003, William s Turner FIe= (811 Doors
- Settings
File Location |C:‘\Users‘\Dan.EI.SEI.NI:_l'WDRK"\Ducuments‘l\PrugenvStaff.csv |_|
This list containe column headers
Card ID | First Name | Last Name : : | Information
@ 72210001 Smith John Import Card Data @ Record updated
i, 72210002 Frances Farmer Record added - unknown access...
72210004 Power Max O Record added - unknown access...
, 72210008 lones Dawvid @ Import complete! Record added - unknown access...
, 72210010 Frank lones Record added - unknown access...
2210012 Makinson Mick: Record added - unknown access...
72210021 Davies Roger Record updated - unknown acce...
A 72210023 Cauglas Brian Record updated - unknown acce...

ﬂ View the newly added records in Card Manager’s All filter.

)

Newv‘ @ Refresh‘ x

View v H Print v r} Export Logoff o Help"

System Manager

$\ Cards

Search for [|
k.f ~ In Use 8 matching records found
-
L’ ® Unused Add new card Advanced Search Card Change Wizard
4
@ an Last name I First name l Card ID I Enabled I Access level I
4 @7 Brian Douglas 72210023 Yes
\.% Dormant
- &7 pavid Jones 72210008 Yes
(] Events
@ Farmer Frances 72210002 Yes
H Doors .
) @ John Smith 72210001 Yes All Doors
l‘,\’T? Access Levels
X @7 Jones Frank 72210010 Yes
@ Time Zones
o) & Max Power 72210004 Yes
i" Calendars
&7 Nick Makinson 72210012 Yes
@1 Space Zones
&7 Roger Davies 72210021 Yes

0 Anti-Passback Zones

H Triggers
A Alarms

' &
4 Floor Plans
A
g Sync Centre

:#—J' Backup and Restore

“ Users and Passwords

L:( Custom Fields
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Quickly Search for Cards

1
. Open the All filter in Card Manager.

Q Export

) MNew = @ Refresh \z\ Delete @ Print = Log off 9 Help =
-
. System Manager e A”
Search f0r| |
& matching records found
Add new card Advanced Search Card Change Wizard
- || |_Last name | First name | Card ID | Enabled | Access level |
@ Brian Douglas 72210023 Yes
- @ David Jones 72210008 Yes
L @ Farmer Frances 72210002 Yes
E| Doors .
|| | @* 3ohn Smith 72210001 Yes All Doors
ﬁ Access Levels -
@ Jones Frank 72210010 Yes
@ Time Zones -
& Max Power 72210004 Yes
Calendars -
5 -
AT B Nick Makinson 72210012 Yes
@ Space Zones -
) @ Roger Davies 72210021 Yes
0 Anti-Passback Zones
8
No commands pending 08/10/2007 12:47

2
. Enter the search text in the “Search For” box.
b

@ Refresh @ Delete @ Print =

. System Manager s

E% Export

View =

Leg off

9 Helpg =

»

., Card Manager -
‘ > g Search for |sm|th| |
: 1 matching record found
Add new card Advanced Search Card Change Wizard
Last name | First name | Card ID | Enabled | Access level |
) =( | &% John Smith 72210001 Yes All Doors

_ Dormant
S |

Event Viewer

Doors

Access Levels

Time Zones L4
Calendars

Space Zones
Anti-Passback Zones

Triggers

HO® O

Mo commands pending 19/09/2007 13:23




Performing an Advanced Card Search

1
. Open the All filter in Card Manager. Click Advanced Search, and enter the search criteria. Click OK.

MNew

@ Print «

\z\ Delete

View =

@ Refresh

C\b Export Log off

9 Help «

»

. System Manager

. All
% Card Manager Search fur| |

(o i

VL;,‘ In Use 3 matching records found

(:(, Add new card Advanced Search Card Change Wizard

2 ;,‘ Unused

Last name | First name | Card ID | Enabled | Access level |
s
=|| | @** Brian Douglas 72210023 Yes

. [ Add Filter Criteria =

IAc:c:ess level

;I quuals

Staff

All Doors
Main Entrance Only

ﬁ Access Levels

Time Zones

Office Workers

&>Max

Power
Calendars o
mNick Makinson
@ Space Zones o
m Roger Davies

0 Anti-Passback Zones
H Triggers
-

72210004 Yes
72210012 Yes
72210021 Yes

Staff

Staff

Staff

Mo commands pending

2
- Matching card records will be displayed. Clear the results by clicking the “Search For”

g Print +

E’ Delete View »

19/09/2007 13:27

Q Export

Log off e

box.

Help ~

»

System Manager

.
% Card Manager

In Use

All

Add new card

Search for |A:csss level equals Staff [Click to clear] |

5 matching records found

Advanced Search

Card Change Wizard

Unused
Al Last name I First name I Card ID I Enabled I Access level I
=|| | " David Jones 72210003 Yes Staff
Dormant Y
" Farmer Frances 72210002 Yes Staff
] Event Viewer ™
" Max Power 72210004 Yes Staff
|E| Doors -
W Nick Makinson 72210012 Yes Staff
% Access Levels -
@’ Roger Davies 72210021 Yes Staff

Time Zones

Calendars
0

@ Space Zones
0 Anti-Passback Zones

H Triggers
i

No commands pending

19/09/2007 13:30
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Creating a Card Report

1
. Right-click Card Manager, and select Create New Card Filter.

@ Refrezh E’ [elete

- System Manager i

oEsE|  Yiew -
BE00

a -

ew Card Filter R

Add

*52 In Use
V(“‘il Details
(:;:?- Unused Delete =
& il »
(‘jﬁ? All Rename |
N /‘il ‘.-: ‘Ea.q.”_In Uze
' Dormant
P Unused

Ewvent Viewer

. System Manager

o
% Card Manager

Bk
VL 'r_jl In Use

Bk
UL = Unused

Q)

Al

¢

L_,“’ Dormant
T

'w Filter 5

Last name

mJuhn
m Farmer

Add New |

| Event Viewer _
D' IS !Ilj

E Daars Del
Rename nk

é% Access Levels
&7 Nick

@ Time Zones

M Roger

Calendars
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3
. Select the Columns to display in the System List.

Filter Settings E

Columns Criteria Sort I

Select the details yvou want to display for this filter.

Details:

Last name " Move Up |
First name [l

Card ID Move Down |
Enabled p—

[l Access level J B |
[ card index number Hide |
[ oormant =

Walid from

[ Last door

[ Last date

[[]walid to required

[[]walid from required I
E Current AFE zone L

Width of selected column (in mm):
[8]34 I Cancel | Apphy

4
. Use the Add and Remove buttons to change the Criteria. In the below example, only enabled cards with a “Staff” Access

Level will be returned.
Filter Settings E

Columns Criteria Sort |

Select the =earch criteria for thiz filter.

Criteria:

Access level eguals Staff

Add... | Remove |

[8]34 I Cancel | Apphy |




7]
. Select the order the results will be displayed using Sort.

Filter Settings E

Columns | Criteria Sort |

Select the sort order for this filter.

Sort By
- ) Ascending
First )
= name d ¥ Descending
First name
Card ID
TheEnabled
Access level :
Walid from @ As::endm.g
Walid to {7} Descending
Then By
J ¥ Ascending
h
{7 Descending

oK I Cancel | Apphy

“ Click OK to view the results. These can be filtered further by using Quickly Search for Cards or Performing an Advanced
Card Search.

L New - @ Refresh x Delete View = @ Print « Q Export Log off e Help =
-
. System Manager — .
+, Card Manager
‘ > g Search fur| |
(o i
"(w_jl In Use 5 matching records found
(‘:.\{, Add new card Advanced Search Card Change Wizard
M Unused
“a
P =/ | Last name | First name | L}erd ] | Enabled | Access level | Valid from I Valid to
m Roger Davies 72210021 Yes Staff Always Always
(,:g_r/‘ Dormant &
&
,,—;‘ m Nick: Makinson 72210012 Yes Staff Always Always
" Filter 5 -
&
m Max Power 72210004 Yes Staff Always Always
= -
é ) Bvent Viewer .
‘ b mFarmer Frances 72210002 Yes Staff Always Always
|E| Doors .
m Davwid Jones 72210008 Yes Staff Always Always
Z@ Access Levels
Time Zones
Calendars
@ Space Zones
i
1 command pending 19/09/2007 13:55
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Using Change Wizard to Update Cards

In the following example, all cards with an Access Level of “Staff” will be disabled.

Search for all cards with a Staff Access Level, as described in Performing an Advanced Card Search.

Click Card Change Wizard.

Select Enabled from Field to Change, and False from the New Value. In this instance, it is necessary to inform the doors of
the change, so tick Send Update to Doors.
@ Print «

@ Refresh \z\ Delete

. System Manager T

E% Export

Log off

e Help «

) New

oms|  View v
==}

9}\ Card Manager
g Search fur|.4ccess level equal |
. InUse 5 matching records found
' Unused Add new card Advanced Search Card Change Wizard
Al = || Last name | First name | Card ID | Enabled | Access |level |
7 pavid Jones 72210008 Yes Staff
. Dormant '
@ Farmer Frances 72210002 Yes Staff
" Filter 5 -
- ——
W Max
ﬂ.—. ) Change Wizard
;\_:" Ewvent Viewer = nge @
Ll | . Field to Change——— 1 New Value
W Nick
- Enabled LI IFaIse LI

|E| Doors '
@ Roger

Access Levels

Time Zones oK Cancel |

Calendars

Space Zones

® O

No commands pending 19/09/2007 14:49

4
. Click OK. The records have been updated.

@ Refresh \z\ Delete

. System Manager T

E% Export

e Help «

Log off

@ Print «

) New

oms|  View v
==}

9}\ Card Manager
g Search for |.4cces_ level equals Staff ck to clear] |
5 matching records found
Add new card Advanced Search Card Change Wizard
= || Last name | First name | Card ID | Enabled | Access |level |
7 pavid Jones 72210008 No Staff
= Dormant ™
@ Farmer Frances 72210002 No Staff
L Filter 5 -
&
- W Max Power 72210004 No Staff
;\_: Event Viewer -
‘ | | @ Nick Makinson 72210012 No Staff
|E| Doors =
@ Roger Davies 72210021 No Staff

Access Levels

Time Zones

Calendars

Space Zones

® O

1 command pending 19/09/2007 14:51
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Disabling Cards Using Dormant Card Policy

Dormant Card Policy allows you to automatically disable cards that have been issued, but not used for a specified period of time.
The Dormant check is set for any cards that have not been used. This can be displayed and changed in Card Manager. See
Customising Card Manager for details on how to add fields to Card Manager, and Creating a Card Report for how to include

additional fields in a card filter.

1‘
. Open Dormant Card Policy from Card Manager’s Task Panel.

Card Manager

Maintain user information, issue new cards and search for specific records using card

manager.
Add new filter Import card data Du:urrnantﬂrufnard policy
kY i
MName —
L2 1n Use

2
. Tick “Check for dormant cards every day at” and enter values for “Make cards dormant if not used in last”.

Dormant Card Policy
—Settings

|
Check for dormant cards every day at IEEI.EIEI -

Make cards dormant if not used in last 1 Maonths LI

i i Weeks
Dormant card policy disabled | Months

Ok cancel | Apply |

Dormant Card Policy
—Settings

. |
Check for dormant cards every day at IEEI.EIEI =

Make cards darmant if not used in last 1 IMDnths ;I

Mext dormant card check: 19-Sep-2007 at 20:00 |

(o | Cancel | Apply




Adding a Photo to a Cardholder

1_
. Locate the required cards. For new cards see Adding a Card. Existing cards can be found by Performing an Advanced Card
Search or Quickly Searching for Cards. Double-click the required card to edit the card record.

L
. Click Cardholder Photo from the toolbar.

o

¥ Card Manager - Existing Record
1/i’;:ﬂ'u::l-d or Remove Fields - Q Cardholder PhotoF — Print Card
— Cardholder Details — Photo

Change

Card ID [ Remove l"\5 :I—I
First name |r_|l:I-T1T1

Last name |5|'|'|ith |

Enabled

Access level IAII Doors ;I_I

Last transaction: present card to a reader QK I Cancel Apply

4]
. Click Open from the Capture Photo toolbar, and browse to the photo file location.

-

i,i-. Card Man-..- e Dociediome Dermpr]
ked Open File
,{3 Add of _ _ .
' Lok ir I | Graphics j = i g FEEE g
—~ Cardholde -
Mame Date modified Type .
|/ Logos 30/08,2007 15:19 File Folder
.. Photes 05/10/2007 08:13 File Folder
&) Js.jpg 04,/10/2007 16:07 IPG File
' 10 | F
File name: |J5.ipg Open ¥ Enable Preview
Files of type: Iri'-.ll Files [*.%) LI Canicel |
File Info |
Fage Mo.:
Last transag I1 poly |
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4
. Size the photo using the slider bar. Position the photo by holding down the left mouse button.

T T T N T T T 0 O T O T 0 W O O 1

Click OK.

E Cardholder Photo -

@ Print Card -

—Cardholder Details ~Photo

ﬁjB Add or Remove Fields +

Card 1D [#5515 |_|

First name |_'Iuhr1 |

Last name |Smith |

Enabled

Access level Iﬂnll Doors ;I_I

Last transaction: present card to a reader = = |
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Creating a Card Design

1
. Add a new Card Design from the New menu.

g -
Card -
Filter

Event View
Door

Access Level

Time Zone

Calendar RS

Space Zone |_j
F

Anti-Passback Zone
Card Design b
Trigger

Floor Plan

m

Custom Field

E‘!‘ Card Designs
I .
Triggers

. Select the desired Orientation.

Card Designs . - ' '—.’( e =

. Y- .
@ Edit + \ﬁ Insert = I_Iﬂl_-;‘[}rlentatlon OQ View =

4

v Landscape
s

Portrait

N T
Position (mm) szpt ﬁ Size (mm)
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3
. Add gridlines and alter the zoom level in View. Gridlines will not be printed with the final design.

.~ Card Designs s T— u

(| E Save = @ Edit + \ﬁ Insert = %‘ Orientation « Q View| «

Zoom 100%
Zoom 200%
Zoom 300%

ZoomIn Page Up
Zoom Out Page Down

Gridlines |}
Cutout

.| Card Designs

B EEEIrE T

Text |}

Picture

Cardholder Photo




<)
. Enter the text and set the font and colour in the Text Properties screen.

N &
Insert = |_FI_-§‘ Orientation « JQ

Iir

[# Text Properties

S -le zulE==

Type the text to be displayed here...

ITahuma

Add Cardholder Field |

- Top[E7 | o Heightl |
S Y R co— :

“ Click Add Cardholder Field to display cardholder information on the card. These fields are displayed using [ and ], for
example, [First Name] will be replaced with the cardholder’s first name when printing. Click OK when finished.

| L& Insert I_Ial_-;‘[}rientation - ‘i)g

r Add Cardholder Field

Select the required item, and click "add Field".

Add Field |

[# Text Properties

Access level

Card design

Card ID

Current APE zone
Department
Dormant

First name

= | S |

ITahuma

Mame: [First name]

Second acc
walid from
valid to

Add Cardholder Field |

—————

Position (mm)

Top

P a—

Size (mm)

Heightls |

Widkh 55—




7/
. Size items by clicking the handles and moving the mouse, or by using the Position textboxes in the bottom right of the

B @ Edit + \ﬁ Insert = %‘Dnentatlonv O\B

screen.

. Toplr 1 Height.7 |
S o R cr—

“ Add photos and pictures by using the Insert menu.

Name: [First name] [Last name]

FORTESSA

CONTROLLED ACCESS BY DESIGN

42



Position the newly added items. Click OK to save, and enter a name for the design.

y; Orientation v

FORTESSA

CONTROLLED ACCESS BY DESIGN

Name: [First name] [Last name]
Save Card Design (S5

' Q Please enter a name for this design. l

[Doors |

Position (mm) Top &7 { Sz I Cancel I J

Left |28 ] oK
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Printing a Card Design

1
. Open a the card manager screen, and add a photo if necessary (as described in Adding a Photo to a Cardholder)

»s Card Manager - Existing Record

iéﬁ\dd or Remove Fields ~ E Cardholder Phote ~ Print Card ~

r Cardholder Details Photo
Card ID |45515

First name |J0hr1

Last name |Smith

Enabled

Access level IAII Doors

Last transaction: Office at 5-Oct-2007 09:23:51 (Unknown Card) Cancel

2
. Ensure that the Card Design field is shown.

++ Card Manager - Existing Record

{Bhdd or Remove Fields’j E Cardholder Photo = Print Card «

r Photo

Last name

515

First name

Card index number hn

Card ID
Enabled

Dormant
Valid from
Valid te

| Doors

Last door

Last date

Valid to required
Valid from required
Current APB zone
Access level
Second access level

Card design [k

Mere...

Last transaction: Office at 5-Oct-2007 09:23:51 (Unknown Card) Cancel
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3
. Select the required card design from the list.

iém or Remove Fields ~ @ Cardholder Photo ~ | [Wl) Print Card +

~ Cardholder Details rPhoto
Card 1D (00045515 | =]

First name [John ]

Last name [Smith I
Enabled []
Access level |All Doors ~] .

Card design | Fortessa Landscape _:] _l

none

Doo

Fortessa Landscape
Fortessa Portrait

Last transaction: Office at 5-Oct-2007 09:23:51 (Unknown Card) OK |

4
. Ensure the correct printer is selected.

»» Card Manager - Existing Record

ﬁ)\dd or Remove Fields +

Cardholder Details

ﬁ Cardheolder Photo +

Print Preview

@ Print Card’j

Card ID |00045515

Select Card Printer

First name |Juhr1

Last name |Smith |

Enabled

r Print IA] j _I
rSelect Printer 2 _I

Snaglt 8

g NRG DSm615 PCLG6
@ Microsoft XPS Document Writer

=

g(:crlor Laser Prt 39 Black Only

~Margins (millimeters) Orientation

Left |:| Right |:| Q Portrait
Top I:I Bottom I:I @] Landscape

Apply

oK Cancel
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4]
. Select Print Preview to view the card before printing.

v Card Manager - Existing Record I l
ﬁﬁ Add or Remove Fields ~ E Cardholder Photo + @ Print Cald’j
Print Preview

r Cardholder Details
Card 1D [00045515 k
Select Card Printer

First name |Juhr1

Last name |Smith |

Enabled

Access level IAll Doors

CONTROLLED ACCESS BY DESIGN

| FORTESSA

Name: John Smith

In

wn Card)

. Print the card using the Print button.
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3. Viewing System Activity

Viewing Current Activity

Create filtered views of user activity using Event viewer. Each view can be saved for future use and include a print or export facility.

1 -
. Create a new view by selecting Event View from the New list on ﬁ&
the Toolbar. New| v = Refresh

Card

Filter
Event View
Deor I} [
Access Level

Time Zone
Calendar

Space Zone
Anti-Passback Zone

Trigger
Floor Plan

Custom Field

2
. The most recent 200 events will be displayed. Right-click any item to view the cardholder or door details, or to quickly disable
the card.

© " Event Viewer - New Event View =8 EcE <"
@ Save v Settings ‘%‘3 Refresh’ x Cancel @ Print = C}; Export 9 Show ¥

First name Last name Reade ~
Office
Card Details fice

Door Details ‘ fce Ok
ice Out

in Entrance In

Date
@00000061 Valid Card 13/09/2007 14:51:01
@00000061 Invalid Card 13/09/2007 14:50:51
@00000061 Invalid Card 13/09/2007 14:50:50  John
@00000061 Invalid Card 13/09/2007 14:50:49  John
&00000000 Fire Fault 13/09/2007 14:47:50

Disable Card

&00000000 Supply Volts High 13/09/2007 14:47:49 wain Entrance In

/1, 00000000 Intruder Alarm 13/09/2007 14:47:49 Main Entrance In 3

/1, 00000000 Door Forced 13/09/2007 14:47:48 Main Entrance In -
i\ 00000000 Power Up 13/09/2007 14:47:47 Main Entrance In

1. 00000000 Power Down 13/09/2007 14:47:45 Main Entrance In

47



Creating a Custom Report

Create a new view by selecting Event View from the New list on the Toolbar, as described in Viewing Current Activity.

EE

Select Settings from the Toolbar in Event Viewer. The Settings screen is broken down into 4 sections:

Settings =] Select the required Report Type. Available reports are:
Columns Criteria Sort printers |
Live Events
Select the detail to display for thi 3 . . .
i e i i e This shows the last 200 events. A Live Events report is created when a
new Event View is added.
Report type |Live Events _V_]
Details: Event HiStOI‘y
¥ Card ID Move Up | Events in a specified date range. The dates are set in the Criteria
] Event type section.
Date Move Down I
First name Show
[ Last name Bl Zoned Roll Call / APB Zoned Roll Call
Door Hide I X . X
[V Reader Who is currently in a space zone or anti-passback zone.
[] Current APB zone
Attendance
Shows hours worked in a specified date range.
Absence
Width of selected column (in mm): D Cardholders not present on a particular day.
Live Events
’V Show a maximum of mrecords
Tick the required columns to include or exclude them. Use the move
up and down to change the order they are displayed in.
oK I Cancel Apply

Settings ==

Columns Criteria l Sort printers |

~Who - select the search criteria for this report

Filter by card ID or name using “Who”. card 10 | |
First name D| |

Last name ISmith I

~When - select the date range for this report

Event date |in last ;] 7 IDays

L

Select the required date range in “When”

~Where - select the doors you want to include

_| Office Select All

Select the required doors in “Where” [ main Entrance T |

What - select the events you want to include

>

1@ Time Zone Open B Select All

Select specific events using “What” IC3 Unknown Card
@Valid Card Clear All

[ valid Card & PIN (7
0@ valid code Z

OK Cancel | Apply




3
. Pick the required Sort Order.

4
. Select printer options.

Columns I Criteria Printers I

Select the sort order for this report.

rSort By
O Ascending
£ :
{9 Descending
Card ID ange
L__Event aie
rTheFirst name
IE)a::rname ® Ascending
Reader O Descending
[ Insert a page break on change

Then By
] __I (9 Ascending
v
(O Descending

[ insert a page break on change

Page Numbers

[] Reset page number on a forced page break

Cancel Apply

[ o< |

Columns I Criteria I Sort Printers I
Select the print options for this report.
Printing Options
|nRG DSms1s PcLs ~|

Select secondary printer

NRG DSm615 PCL6

Microsoft XPS Document Writer
Fax

Color Laser Prt 39 Black Only

Cancel Apply




3
. Click OK to save. Enter a report name.

Flease enter a name for thiz report.

Tect Report] |

Settings

}@ Refresh ’ ‘x‘ Cancel

g Print v

at Export

First name Last name
Valid Card 13/09/2007 11:41:36
@00000061 Invalid Card  13/09/2007 14:47:18  John Smith Office Qut
@00000061 Invalid Card ~ 13/09/2007 14:47:19  John Smith Office Out
@00000061 Invalid Card 13/09/2007 14:47:20 John Smith Office Out
@00000061 Invalid Card 13/09/2007 14:47:28  John Smith Office Out
@00000061 Invalid Card  13/09/2007 14:47:41  John Smith Office Out
@00000061 Invalid Card 13/09/2007 14:50:48  John Smith Office Out
@00000061 Invalid Card  13/09/2007 14:50:50  John Smith Office Out
@00000061 Invalid Card  13/09/2007 14:50:51  John Smith Office Out
@00000061 Valid Card 13/09/2007 14:51:01  John Smith Office Out

10 matching records found

4)
- Return to the report at any time in Event Viewer.

) New v }@ Refresh ‘ xl Delete - View v ' Ptint w s Expor Log off
. System Manager -
= Event Viewer
@/ Card Manager Event views allow filtered views of user activit
’ export facility.
~ | Event Viewer
0 Add new event view

| Example Report

Name
Doors

Example Report
g;g Access Levels

Time Zones

Add New

Details [}
Delete

Calendars
Rename

@ Space Zones

0 Anti-Passback Zones
m, Triggers
&




Creating an Alarm

Alarms can be created to report on specified system events. These could be cardholders attempting to access unauthorised areas,
unknown cards or door-based events such as supply voltage warnings or power failures. These are added using Triggers, and
viewed in Alarms.

In the following example, an alarm will be generated for any unusual card activity.

?
. Add a new Trigger.
6 =

Card
Filter

@ Refresh‘ B

Event View

Door

Access Level

Time Zone
Calendar

Space Zone
Anti-Passback Zone

Trigger I}

Floor Plan

Custom Field

I

Doors

2
. Enter a name for this trigger. Select the applicable doors and events, and enter the alarm text. Click OK.
18 Triggers

Trigger name

|Car|:| Rejected

rWhere - select the doors you want to include

"] Main Entrance Select All
| office

Clear all

—What - select the events you want to include

i)

O i 28 Fail ~|  select Al
[/5, Door Forced [
D'@ Exit Clear all

(:3 Expired Card
Failed to Close Door

Fire Alarm
14 Fire Fault

r&larm - enter the alarm message
Card entry attempt failed.

aK Cancel Apply
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Responding to an Alarm

When an event is processed by the server matching the trigger criteria (see Creating an Alarm), all users with access to Alarms will
be presented with the below screen, along with an audible alarm noise.

ACard entry attempt failed. 20-5ep-2007 10:13:39

1
. Click the alarm to Acknowledge it. The siren will now stop.

-

da Alarms [==]
@ Refresh ‘ @ Print = Q Export ‘ 9 Action = ‘ gy ‘
Active [1] | Actioned |
Description Date
@Card entry attempt failed. I} 20-5ep-2007 10:13:39

2
. Click Action on the toolbar.

P

Ak Alarms
Z Refrsh‘ @ print v | % Bxport e Actiong “ Wiew
Active [1] | Actioned | - entry attempt
Description &ction Taken

Card entry attempt failed.

User NameIEngineer LI

Password | |

oK Cancel | Apply




3
. Add relevant details of the alarms, including any steps taken to resolve the problem. Enter the password used to log in to the

Doors Fortessa software.
A Alarms =]
@ Refresh ‘ @ Print - E} Export
: entry attempt
Active [1] | Mti'{}ﬁd rAction Taken
— Card disabled in error. Re-enabled and now card is active.
Crescription
PO07 10:13:39

@ Card entry attempt failed.

User NamelEngineer

Passwaord

Alarms
@ Refresh ‘ @ Print = Q Export 9 Action = ‘ e ‘
i)
Active [0] Actioned |
Date Turnaround
20/09/2007 10:13:39 Card disabled in error. Re-enabled and now card is active. Engineer

ard entry attempt failed.




Q Creating a Floor Plan

A Floor Plan is a physical representation of your access control system. These can be viewed from the Alarms.

1
. Add a new Floor Plan.
H Triggers

Add Pﬁw Floor Plan

Details
Delete

Rename

%1 Floor Plans - New Floor Plan o |[[E][s5]
r Floar Plan
O |E| Main Entrance
Name |Progeny House
O |E| Office Set Backarou@ Clear Background Clear Doors
< [ o

QK I Cancel Apply
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3
. Select the required image and click Open.

-
‘ﬁf Floor Plans - Mew Floor Plan E@

O |E| Main Entrance

# Select background image

Floor Plan

MName |Progeny House

v| 1.+ Daniel Turner » Documents » Plans - |‘1| |Searrh P
&y Organiz

Exvonteines Name Date modified Type Size Tags
@1] Progeny House Floor.jpg ;

E| Documents
% Recently Changed
Bl Desktop

%l Recent Places
& Computer
E Pictures
E Searches
!

Public

Folders ~

-
File name: Progeny House Floor jpg - [JPEG ("ipg) ']

[@a’hjl][ mes ]_:; ancel | apply |

4
. Add a door to the plan by ticking it on the left hand list, or dragging it directly onto the canvas. Position the door by holding
down the left mouse button and dragging it to the required area.

%Y Floor Plans - New Floor P
: rFloor Plan
=| Main Entrance
Name |Progeny House
O l] Office Set Background Clear Backaground Clear Doors
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o
. Add additional doors in the same way. Click OK to Save.

|E| Main Entrance

|E|O‘Fﬁoe

rFloor Plan

MName |Progeny House

Set Background

Clear Background Clear Doors
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Q Viewing an Alarm on a Floor Plan

In the following example, a trigger has been created as per Creating an Alarm, and an alarm raised using matching the conditions of
this trigger. Like in Responding to an Alarm, the below screen is shown to all users with access to Alarms. Notice the View toolbar
button is how enabled — this is because we have created a Floor Plan showing the door location.

Alarms
2z Refrsh‘lg Print + | % Expor e Action + Vieﬂ‘
L
bg
acive 1] | acioned |

Diescription

ard entry attempt failed. 20-5ep-2007 11:03:05

1
. Click the View toolbar button. The Floor Viewer the highlight the affected door.




4. Advanced Door Features

Adding a New Door

New Doors can be added in two ways. If you know the Controller ID, you can enter it directly by clicking Add New Door from the
Doors Task Panel. Alternatively, Search For Doors will locate for any newly added doors. The below example shows this.

Click Search For Doors in the Doors Task Panel.

|.E:g View - - Ll:lg off o HE|F| w7

Doors
Q Daors are the basis of your access contral system. Add or change a door here.
I Add new door Search for doors
[,
|
Name Controller ID Connection |Mt\3|:|ntru:uller Date Relay A
—-'| Main Entrance 14693 UsB 20-Sep-2007 1... Closed
—-'| Office 14318 UsB 20-Sep-2007 1... Closed

Doors Fortessa will check the available hardware channels. For additional IP address, use the “Add IP Address” button.

Doors Fortessa Setup Wizard
Available Channels 'u n'Essn
Tick the channels to search for doors on. e ——
Click "Add IP Addre=s=" to add a new channel.
. — i
The following communication channels were found. ﬂ_f!
Connection | Informaticn
¥ UsB Fortessa USB device
‘f:!‘ 192.6.32.60 Manual Fortessa.net connection to 192.6.32...
[ Add 16 Address |
< Back Mext = Cancel |

Click Next to begin. Any new doors will be added to the list.

e
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p
Search for Doors

Search for Doors ronTEssn

Tick all new doors you want to add to the system.  CONTROLLED ACCESS BY DESIGN
Click 'Finish' to add the new doors.

Search for Doors

@ 6 new doors found!

4
. Click Finish to create the newly found doors, or Back to search again.

3
. Rename the new door by right-clicking it in the System Tree.

MNew Q Refresh ‘ x Delete View + . Frint = ‘ Export Log off 0 Help «
System M i
wstem Manager e
- Doors
Q Dioors are the basis of vour access control system. Add or change a door here.
|E| Add new door Search for doors
Doors
| Name Connection Controller Date Respondin Firmware Version
=| Main Entrance =17 I I | 22B0 4 I I
—_ W |E| Main Entrance UsB S-Jan-2008 17:00:16 Yes 1.64
= Office
— |E| Office 192.6.32.60 9-Jan-2008 17:00:13 Yes 1.70
] 7 192.6.32.60 9-]Jan-2008 17:00:12 Yes 1.64
= Door9 X
al Hetail 9 192.6.32.60 9-Jan-2008 17:00:13 Yes 1.64
=| Door 11 Delete
=] Rename 11 192.6.32.60 9-1an-2008 17:00:12 Yes 1.64
= Dooriz [
il = Door 12 192.6.32.60 S-Jan-2008 17:00:12 Yes 1.64
=| Door 13
| |E| Door 13 192.6.32.60 9-Jan-2008 17:00:11 Yes 1.64
=| Door 14
o |E| Door 14 192.6.32.60 9-]Jan-2008 17:00:13 Yes 1.64
Access Levels
Time Zones
Calendars
=] -
No commands pending 09,/01/2008 17:00
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The new door details will be shown in the System List.

-
| Events

Doors

Main Entrance

Office

Rear Entrance

Door 9

Door 11

Door 12

Door 13

Door 14

Access Levels

. Time Zones

m

Doors

Doors are the basis of your access control system. Add or change a door here.

Add new door

Search for doors

Name | Connection | Controller Date | Responding | Firmware Version
’—“ Main Entrance UsBe 10-Jan-2008 08:459:02 Yes 1.64
’q Office 192.6.32.60 10-]Jan-2008 08:49:02 Yes 1.70
’q Rear Entrance 192.6.32.60 10-]Jan-2008 08:49:03 Yes 1.64
’q Door § 192.6.32.60 10-]Jan-2008 08:49:02 Yes 1.64
’q Door 11 192.6.32.60 10-]Jan-2008 08:49:02 Yes 1.64
’q Door 12 192.6.32.60 10-]Jan-2008 08:49:02 Yes 1.64
’q Door 13 192.6.32.60 10-]Jan-2008 08:49:02 Yes 1.604
’q Door 14 192.6.32.60 10-]Jan-2008 08:49:01 Yes 1.64
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Updating a Door Using Sync Centre

After Adding a New Door, it is hecessary to upload the card and configuration to it. This is done in Sync Centre.

1,
. Open Sync Centre from the System Tree.

":ﬂ e
Add Mew
-]
ol
yj%J Backup and Restore %&tails
Q Users and Passwords elete
y Rename
i’} Custom Fields
ke 15 rommands pendino
Tick the Send Card Details and Send Configuration.
% Sync Centre [5e]
Select the doors you want to update.
Croor | Send Card Details | Send Configuration
j Main Entrance O O
j Office O O

j Rear Entrance

Automatically update doors with configuration changes

e 2]

R g | A

Cancel




3
. Click OK. As commands are sent to the door, the Commands Pending value will decrease. Commands can be deleted by
clicking Cancel Commands if they are not required.

@ Refresh E’ Delete View = . Print = ‘ Export Logoff‘ 9 Help =

Syet M
YSEm T nagsr Sync Centre

New «

«, Card Manager ﬁ Update information to doors and check status in sync centre.
Ll Event Viewer @
|E| Daoore View sync centre Cancel commands (13 pending)
Name
Access Levels
g Sync Centre

Time Zones

Calendars
0

@ Space Zones
0 Anti-Passback Zones

H Triggers

-
%j Backup and Restore

Users and Passwords

ﬁ Custom Fields

13 commands pending 20/09/2007 13:14
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Release a Door During the Day

Extended door properties can be set in the Advanced tab in Doors. This is only visible if you are logged in as an Administrator.

|
. Open the Doors screen.

Doors
Q Doors are the basis of your access control system. Add or change a door hers.
Add new door Search for doors
Name | Controller ID | Connection | Controller Date | Relay A
| =| Main Entrance 14598 use 20-5ep-2007 ... (Closed
|E| Office 14318 uUsB 20-5ep-2007 ... Closed

Rear Entrance = 20-5ep-2007 ...

Delete
Rename
. Select the Advanced tab.
| - Doars - Rear Entrance @
Auto-update is ON
Doors will be updated automatically
General Status | Wolume I Controller I
—Relay A
Release for seconds O auto-relock
[ open during time zunel LI_I
—Relay B
Mode IFulluw Relay A ;I
Releaze relay for seconds
[ open during time zunel LI_I
Delay between relay A 2 B lII ® 10ms

rFailed to Close Door

[ sound an alarm if the door is open for I:I seconds

rDwoor Inputs
[ Enable 'Request to Exit' from reader

[ pbivert 'Door Sense' to reader

oK I Cancel Apply
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3
. Tick the Open during time zone for Relay A. To create a new Time Zone, click the button. Creating a time zone is
detailed in steps 1-4 of Restricting Card Access by Time. Select the required Time Zone.

| - Doors - Rear Entrance |
0 Auto-update is ON
Doors will be updated automatically
General Adwvanced Status I Volume I Controller
rRelay A

Release for seconds [ Auto-relock

Open during time zone |(none) ;I_I
Enunei
—Relay B
Mode IFCI-”DW Relay A LI
Release relay for seconds
[ open during time zcmel ;I_I

Delay between relay A & B III x 10ms

rFailed to Close Door

[ sound an alarm if the door is open for I:I seconds

— Door Inputs

[] Enable 'Request to Exit' from reader

[ Divert 'Door Sense’' to reader

4
. Click OK. Commands will be sent to the door instructing it to open during the “Office Hours” Time Zone.
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Viewing Door Status

The current status of a door can be viewed Status tab.

T
. Open the Doors screen.

Doors
Q Doars are the basis of your access control system. Add or change a door here
Add new door Search for doors
Name | Controller ID | Connection | Controller Date | Relay A
I =| Main Entrance 14598 use 20-5ep-2007 ... (Closed
I = Office 14318 uUsB 20-5ep-2007 ... Closed

Rear Entrance 20-Sep-2007 ...

Add New

Dietpjls
Delete

Rename

2
. Select the Status tab. Notice the Time Zone is active for Relay A, as set in Release a Door During the Day. Relay B is
open because it is set to follow Relay A’s state.

| - Doors - Rear Entrance ==
Auto-update is ON
Doors will be updated automatically
General I Advanced Status Volume I Controller

rRelay A (Out)

Open PC Latch

Release

| Time Zone (Office Hours) | on
Refay A [ GpEAT]
~Relay B (In)
| Relay &

Open PC Latch

Release

Time Zone (none)

[ Rely s [TGpER)
Status

| Dloor Monitor | Open | | Request to Exit -
rAlarms

[ Fire Alarm [ Active | [ Intruder Alarm [ Active |

Cancel | Apply I
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Present an enabled card to Reader A. Watch the Timer in Relay A.

—Relay A (Out)

Open - PC Latch | Closed
Release - Timer | On

| Time Zone (Office Hours) | on

Relay A | Open |

Three seconds later (again, as specified in Release a Door During the Day), the timer will be set to Off.

—Relay A (Out)

Open - PC Latch | Closed
Release - Timer | Off

| Time Zone (Office Hours) |  On

Relay & | Cpen
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Opening and Closing a Door from Doors Fortessa
The door lock can be controlled by using the Open, Close and Release buttons in the Status tab.
Repeat Release a Door During the Day, setting the Time Zone to be “none”. Click Apply to ensure the door has been

updated with this change. This is done to show the lock relay opening without a time zone affecting it, and as such would not be
necessary under normal circumstances.

| - Doors - Rear Entrance
0 Auto-update is ON
Doors will be updated automatically
General Adwvanced Status I Volume I Controller
rRelay A

Release for seconds [0 Aute-relock

Open during time zone |Office Hours ;I_I
Office Hours !!
—Relay B
Mode IFD”DW Relay A ;I
Release relay for seconds
[ open during time zcmel LI_I

Delay between relay A & B III x 10ms

rFailed to Close Door

[ sound an alarm if the door is open for I:I seconds

r Door Inputs

[] Enable 'Request to Exit' from reader

[ Divert 'Door Sense’' to reader

2
. Select the Status tab. Notice the Time Zone is inactive for Relay A, and the lock is closed.

—Relay A (Out)

Open PC Latch

Releasze

Time Zone (none)
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o)
. Click Open. The PC Latch will open. This in turn will open Relay A indefinitely.

—Relay A (Out)

PC Latch | Open

Releasze

| Time Zone (none)

Relay & | Open

4
. Click Close. The PC Latch will close. This in turn will close Relay A.

ay A (Out)

—Rel

FPC Latch

Release

Time Zone (none)

51
. Present an enabled card to Reader A. Watch the Timer in Relay A.

—Relay A (Out)

PC Latch

Timer | on

| Time Zone (none)

Relay & | Open |

Three seconds later (again, as specified in Release a Door During the Day), the timer will be set to Off.

—Relay A (Out)

PC Latch

Time Zone (none)
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Changing the Controller Volume

The volume of the controller and readers can be changed from the Volume tab.

1
. Open the Doors screen.

Doors
Q Doors are the basis of your access control system. Add or change a door here.
Add new door Search for doors
MName | Controller ID | Connection | Controller Date | Relay A
| “| Main Entrance 14698 UsB 20-5ep-2007 ... Closed
l] Office 14318 Use 20-Sep-2007 ... Closed

Rear Entrance usB 20-5ep-2007 ... Closed

Rename

2
. Select the Volume tab. Alter the level Alarms (such as Door Not Closed), and Feedback (when a card is presented). Click
OK to save and update the door.

| Doors - Rear Entrance @
o Auto-update is ON
Doors will be updated automatically
General I Advanced I Status Volume | Controller
r Controller

A———r—7

Alarms

o

Feedback

rReader A (Out)

Alarmg‘lll"""--..,.\J‘
o ——

Feedback

—Reader B (In)

Alarms

® —————

Feedback

[o]4 Cancel Apply




Resetting a Door’s Memory

Whilst the memory on door controller can be cleared using the Reset button, this may not be easily accessible. The Controller tab in
Doors allows cards, configuration and event data to be cleared. It also provides information about any active Time Zones.

1
. Open the Doors screen.

Doors
Q Doors are the basis of your access control system. Add or change a door here.
Add new door Search for doors
| Name | Controller ID Connection | Controller Date | Relay A
E| Main Entrance 14698 uUse 20-5ep-2007 ... Closed
E| Office 14318 UsB 20-5ep-2007 ... Closed

Rear Entrance = 20-5ep-2007 ...

2
. Select the Controller tab. In this example, the Time Zone, Access Level and Calendar information will be reset. Notice
Time Zone 1 is active.

| ~ Doors - Rear Entrance E
o Auto-update is ON
Doors will be updated automatically
General I Advanced I Status I Volume Controller
r\Voltage

Controller voltage: 12.2v
Reader A voltage 11.9v

Reader B voltage 11.8v

rTime Zone Status

Time zones 1-8 -------
Time zones 9-16 --------
Time zones 17-24 --------
Time zones 25-32 --------

r Controller Administration

Clear Cards |

Cancel Apply
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3
- Click Clear Time Zones, Calendars and Access Levels. The password all reset functions is 749162.

[~ Doors - Rear Entrance (=]
0 Auto-update is ON
Doors will be updated automatically
General I Advanced I Status I Valume Controller
~Voltage

Controller voltage: 12.2v
Reader A voltage 11.8v

Reader B voltage 11.7v

rTime F7 = N
Password Required to Reset Door Information @

9 Flease enter the password.

r Contr

oK Cancel Apply

4
- The command has now been sent. All Access Level, Calendar and Time Zone information has been removed. The first
time zone is now off.

-| - Doors - Rear Entrance E
0 Auto-update is ON
Doors will be updated automatically
General | Advanced | Status | volume Controller
~Voltage

Controller voltage: 12.2w
Reader A voltage 11.8v

Reader B voltage 11.8v

rTime Zone Status

Time zones 1-8 --------
Time zones 9-16 -- -----
Time zones 17-24 --------
Time zones 25-32 --------

r Controller Administration

Clear Cards |

ess level information will b

I

Set Date and Time |

oK Cancel Apply




5. Q Administrator Functions

Administrator logins are able to create new users, schedule backups and organise software updates.

Restricting Access to Doors Fortessa

New logins can be created, and existing login details can be updated in Users and Passwords.

1
. Double-click Users and Passwords in the System List.

View - | - F'rintv| ‘ Expu:urt| Logm‘f‘ 9 Help -

Users and Passwords

Add users, change passwords and restrict system access.

lete

Wiew users and passwords

MName

Users and Fasswords

2
. Click Add to create a new user, or Properties to edit an existing one.

I

%44 Users and Passwords (3]
Sample
Login
Add... Remove Properties

Engineer
’7 System Administrator




3
. Add the User Name and Password for the user. Select the areas of the software that this user can access in Permissions.

Click OK.
O

User Properties

User Permissions

User Name: |Receptiun Desk |

Bassword: |****** |

Confirm Passwaord: |****** |

] system administrator

oK I Cancel

User Properties
' User i Permissions
D@“ System Manager i

....... ,{' Card Manager
....... in Event Viewer
....... D B Doors

------- O ,@? Access Levels
------- O ( Time Zones

m

------- Dm Calendars

oK I Cancel




4
. The user has been added to the list. Click OK to save.

G Users and Passwords

Login

Engineer Sample Reception

Deslc

Remove Broperties

Reception Desk
Standard User

oK Cancel Apphy
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Backing up and Restoring Data
This is managed in the Backup and Restore Section.

Creating a backup

1
. Open Backup and Restore by double-clicking it in the System List.

} New * @ Refresh E’ Delete View « . Print « * Export Log off O Help =
., System Manager )

- =) Backup and Restore

., Cards — Specify backup time and frequency, or restore from a backup file.
| Events
IEI Doars Change backup settings
% Access Levels
Backup and Restore *
@ Time Zones
Calendars

2
. Select the Settings tab to set an automatic backup time or alter the backup details. Choose whether to include photos,
plans and card designs as part of Automated Backups. These will always be included when making a manual backup.

.
+ Backup and Restore ﬂ

Backups Settings |
rAutcmated Backup - next backup at 14-Dec-2007 00:00:00

Backup data every 1 IDays j at IUU:UU j‘

[ Store a maximum of backups in each folder

[ Delete backups to recycle bin

[ Include cardhelder photos, floor plans and card designs

rLive Data

Keep months of event data

—Support Package

Include the last II' days of event data

Cancel
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3
. Select the Backups tab, and click the Backup button.

-
' Backup and Restore |£J
Backups | Settings I
Date Created | ersion | Size | Type | First Event Last Event
L@ 4-Oct-2007 1.00.0061 67.1 KB Manual 12-Sep-2007 4-0Oct-2007
i Backup Restare Delete |
QK Cancel | Apply |

Restoring a backup

1
. Click Restore from the Backups tab. Click Yes.

-

' Backup and Restore

Backups I Settings |
Date Created | ersion | Size | Type | First Event Last Event
L& 4-0Oct-2007 1.00.0061 67.1 KB Manual 12-5ep-2007 4-0Oct-2007

-
Restore

=5

@ Are you sure you want to restore - all existing data will be overwritten,

t Backup | Restore

Delete |

oK Cancel | Apply |
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- The restore process will commence.

Mew -

@ Refresh

‘z\ Delete

View =

. Print -

* Export

Log off ‘ e Help =

System Manager

., Cards

Ewents

Doors

Access Levels

Time Zones
Calendars

Space Zones
Anti-Passback Zones

Triggers

ﬁ Floor Plans
g Sync Centre

¥
%—/ Backup and Restare
Q Users and Passwords
i? Custom Fields

-

) Backup and Restore

‘_m Specify backup time and frequency, or restare from a backup file.

+" Backup and Restore M

Backups | Settings |
Date Created | ersion | Size | Type | First Event | Last Event |
L& 4-Oct-2007 1.00.0061 67.1 KB Manual 12-Sep-2007 4-Oct-2007

Backup | i

Delete |

9

OK Cancel | Apply |

ting T_EnterpriseData.sgl... (48%)

Mo commands pending 04/10/2007 16:12

Overall progress

e Current operation

Click OK to complete the restore process.

-

Doors Fortessa (23]

@ Backup restored successfully!
oK |
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Checking for Software Updates

It is possible to download software updates containing enhancements and new features. Although this can be scheduled to run
automatically, an update check can be performed at any time.

Performing a manual check

1,
. Click Software Update Settings from the System Manager Information Panel.

& Doors Fortessa

‘ é New * @ Refresh

@n System Manager

% Cards
| Events

ELL] View =
aog

\z\ Delete

. Print v * Expart Logof'f o Help -

System Manager (Engineer)

Version 2.01.0021
Server IP address: 192.6.32.61
Local IP address: 192.6.32.81

DOORS
FORTESSA

Start the setup wizard Search for doors

I =l Doors

Access Levels

Do

Software updgfe settings
L

Name

% Cards

. Click Check Now.

Update Settings

Settings |

Automatic software updates are OFF
Use the 'Check Now' button to search for updates

Check Now

Most recent check for updates: Today at 16:44 |

I Updates awaiting install: Mone Update Mow

More Information

. If an update is available it will be downloaded.
rUpdate Settings | B |

Update | Settings |

Automatic software updates are OFF
Use the 'Check MNow' button to search for updates

X

Most recent check fg| Check for updates

@ Update file 1.00.0062 downloaded!
k- <

U
| o]

Updates awal
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Installing updates

1
. Click Update Now.

-
Update Settings

Update | Settings |

Q

Most recent check for updates:

Updates awaiting install:

Automatic software updates are OFF
Use the 'Check Now' button to search for updates

Today at 16:53

1.00.0062

Check Now |
Update Now

More Information

Cancel Apply

Update Settings |£|

Update I

€3

Update Mow?

| @

Settings |

Automatic software updates are OFF
Lla. |, Vi haele Bl | |- +, | =

Are you sure - all clients will be disconnected, and the server will be
restarted?
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3
. All clients will be stopped whilst the server starts the update process.

Login E

Waiting for update

Photo server not connected

Q Server not connected

[connecting to Server (192.6.32.71)..5erver
Connected
Requesting Update... {835584) bytes transferred

4
. The update process is complete. Users can log in as normal.

Login =l

Engineer

|| Password |a

Use a different login

Change server settings
Engineer password is 654321 -
please change in "Users and Passwords’

Reqguest a licence key

Enter licence key
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1. Printing Roll Call Reports and Creating Time Sheets

Using Space Zones

A Space Zone is a group of doors. Reports can be created to identify which cardholders are currently in the building. In the event of a
fire alarm these doors can be opened automatically provided the fire input of a controller is connected to the fire alarm system. Doors
Fortessa creates a standard space zone called Roll Call. As doors are added to the system, they are included in this zone.

Creating a Roll Call Report

Z
Open the Roll Call zone by right-clicking the System Tree.

I~

e Time

@ Space Zones

0 Anti-Passback Zo

H Triggers
A Alarms

M
% Floor Plans

Calendars

Add Mew

Details
Delete

Rename

2
. Select the Doors tab. Tick all doors to be included in this Space Zone.

@ Space zones - Roll Call ﬁ

Properties Doors I

Tick the doors you want to include in this space zone.
Double-click a door to change it's behaviour.

Door | Reader B | Reader & | Open on fire alarm
| ] Main Entrance In Out Mo
| | Office In Cut Mo
| | Rear Entrance n out Mo

Cancel Apply
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3
. Double-click a door to change the behaviour. Click OK.

@ Space zones - Roll Call

Properties Doors |

Tick the doors you want to include in this space zone.
Double-click a door to change it's behaviour.

Door | Reader B I Reader A I Open on fire alarm
I_‘I Main Entrance,~—— - 3

Main Entrance Properties
U Office

[ open door en fire alarm

I_"I Rear Entrance

r Reader B

Valid cards will:

O cause no change

@ move user into the zone

) move user out of the zone

rReader A

Valid cards will:

O cause no change

O move user into the zone

® move user out of the zone

Cancel |

4
. Click OK to save. Open a new Event Viewer report (detailed further in Creating a Custom Report).

D
. Select Settings from the toolbar.

-

e Show -

= Event Viewer - New Event View
Tt

réw Save « Settingﬂ @ Refresh x Cancel @ Print = Q Export

Card 1D Date First name Last name

A 00000000 Intruder Alarm 05/10/2007 09:35: Office
&UUUUUUUU Intruder Alarm 05/10/2007 09:35:13 Office
/b, 00000000 Intruder Alarm 05/10/2007 09:35:13 Office
/i 00000000 Door Forced 05/10/2007 09:35:13 Office
/i 00000000 Door Forced 05/10/2007 09:35:13 Office
/i 00000000 Door Forced 05/10/2007 09:35:13 Office
/i 00oooooo Power Up 05/10/2007 09:35:12 Office
/i, 00000000 Power Up 05/10/2007 09:35:12 Office
/b, 00000000 Power Up 05/10/2007 09:35:12 Office
/b, 00000000 Power Down 05/10/2007 09:35:09 Office
/i 00000000 Power Down 05/10/2007 09:35:09 Office
/i, 00000000 Power Down 05/10/2007 09:35:09 Office
(%00045515 Unknown Card 04/10/2007 14:30:42 Office
(%00045515 Unknown Card 04/10/2007 14:24:03 Office
<%00045515 Unknown Card 04/10/2007 14:23:51 Cffice
@00045515 Unknown Card 04/10/2007 14:23:37 Office
@00045515 Unknown Card 04/10/2007 14:23:20 Office
38 matching records found
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“ Change the report type to Zoned Roll Call. Click OK.

[ Settings g

Columns | criteria Sort printers |

Select the details you want to display for this report.

Report type | Zoned Roll Call LI
Live Events
. Event Histol
Details:

Card 1D |APB Zoned Roll Call Move Up
B Attendance = |
First nam apcence
Last name | Move Down |
N Date Show |
I Space zone =
| [ current APB zone Hide |
| D Department

i
Width of selected column {in mm): I:I
Refresh
Refresh view every secunds
i
(| QK Cancel Apply
. Enter a report name. Click OK.
| Settings IAJ

Columns Criteria Sort printers |

Select the details you want to display for this report.

Report type |Zoned Roll Call LI

Details:

[l card ID | Mowve Up |
[FlEiret

9 Flease enter a name for this report.

|Zuned Roll Call Report |

oK Cancel |

Width of selected column (in mm): |:|

Refresh

Refresh view every secunds

i oK Cancel Apply |
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“ View the results.

1 Event Viewer - Zoned Roll Call Report e ==

I Jet) . .
r§1 Save * Settings @ Refresh x Cancel @ Print = E& Export 9 Show ‘
Card ID First name Last name Space zone
00000064 Smith Roll Call
& 00000062 Frances Farmer Roll Call
& 72210023 lones Dawvid Roll Call
& 00000063 Frank Jones Roll Call
& 00000066 Malinson Mick: Raoll Call
& 72210057 Davies Roger Raoll Call
& matching records found y

Creating a Time Sheet

A time sheet can be created based on users’ movements. The basis for a time sheet is a space zone — this dictates which readers
will move a cardholder “in”, and which will move them “out”. A dedicated P3 controller may be used purely for this purpose, although
this is not a requirement.

.

Ensure a Space Zone is available that monitors the appropriate readers to move in and out of the building. This is detailed
further at the beginning of this section.

2
. Right-click Time Sheet, located in Card Manager, and select Add New Time Sheet.

—
3.
[[m]
[[m]
n
=
%]

ﬁ Svnc Centre

ol
%—j Backup and Restore

Users and Passwords

ﬁ Custom Fields
Add Mew Time Sheet I}

Details
Delete

R :
QK Frare nds pending 0470220

A ——————
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g1
. Enter a name for the time sheet. If required, select the required fields in the “Who” section. Select the date range for this
report. Click OK to save.

[2] Time Sheet Settings

General

Mame |Last Week

—Who - select the search criteria for this report

Card 1D [ |
First name [ |
Last name []| |
Emergency Contact Name |:|| |
Emergency Contact Number |:|| |
Job Title |:|| =] =

—When - select the date range for this report

Event date |In last L” 1 | IWEEkS LI

Equals
Is between

than [00:00 =1

—Where - select the space zones you want to include

558 Select All |
W& Office Zone

Clear all

Print

[ insert a page break when the date changes
[ insert a page break when the card 1D changes

oK Cancel Apply

. View the results.

[ Time Sheet - Last Week ===
ré1 Save v Settings @ Refresh x Cancel @ Print = C%r Export e Show -
Date | Card ID | First name | Last name | Start time | End time | Hours | -
& 09/01/2009 77770021 Shirley Brian 12:26:16 00:00:00 T
Total 00:00:00
& 09/01/2009 77770001 Brian Douglas 09:15:32 09:33:12 00:17:40 1
10:36:29 00:00:00
11:51:54 00:00:00
13:00:11 00:00:00
13:01:16 00:00:00
13:01:29 13:05:30 00:04:01
13:05:52 16:34:14 03:28:22
17:07:04 00:00:00
Total 03:50:03
& 09/01/2009 77770003 Frances Farmer 08:38:19 09:29:31 00:51:12
15:20:18 00:00:00
Total 00:51:12
& 09/01/2009 F7770002 David Jones 08:05:17 11:59:01 02:53:44
11:59:15 12:00:38 00:01:23
12:00:57 12:39:08 00:38:11
12:35:22 12:40:17 00:00:55
12:40:39 17:08:48 04:28:09
17:09:14 17:25:50 00:16:36
17:26:03 17:28:22 00:02:19
17:28:59 00:00:00
17:29:23 17:33:32 00:04:09
17:33:45 17:54:17 00:20:32
17:56:22 00:00:00
Total 08:45:58 A
124 matching records found A
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Using “Anti-Passback” to Encourage Correct System Usage

Like space zones, Anti-Passback zones are a group of doors, however a door can only be added to one zone. A door's behaviour
within a space zone can be set to log cardholders in or out of that zone, or only allow access when in or out of the zone.

Anti Passback zones can be used to encourage cardholders to present their cards, rather than following another person through the
door.

Creating an Anti-Passback Zone

Add a new Anti-Passback Zone from the Information Panel.

lition - [System Manager] (o |[E ]
; i 1
Delete | |2m@] - View = . Print = * Export Log off 9 Help «
-
Anti-Passback Zones
Likke space zones, anti-passback zones are a group of doors, however a door can only be added to one anti-passback
zone. A door's behaviour within a space zone can be =et to log cardholders in or out of that zone, or only allow access
when in or out of the zone. A report can be generated to show who is currently in any given zone using event viewer.
Add new anti—passbacl-qq.;one
“ i
MName |

2
. Enter a name for the zone. Select the Mode.

O Anti- passback zones - Mew anti-passback zone @

Properties | Croors |

rAnti-Passback Zone

Name |0f'fice Zone

~Mode Discovery Mode will update the current status in the doors,
() Discovery [Anti-passback status will be updated to the doors, bu; Wlll not restrict cardholders entering and exiting. _
but not enforced] This is useful when setting up a new zone or after a fire
[o} [Anti-passhack will be updated and enforced] alarm.
O off [Anti-passback will be not be updated or enforced] Active will restrict cardholders from entering and exiting the

zone when appropriate.

Discovery Mode Settings

O Lastsfor [ | minutes When Off selected, no updates will be sent to the doors.

O setuntil [05 October 2007 | at [00:00 =

® Set until further notice

—L] Set to "Discovery Mode" on fire alarm reset

Use fire alarm input from II:I"CI"E:I ;I
sery mode lasts for III minutes

r Auto correction
|
[ Log out cards every day at IDD.DD =

Next logout at Newver - auto logout not set Logout Now |

| Discovery mode not active - click "OK" or "Apply" to save |

oK Cancel Apply I




3
. Select the doors to be included in the zone.

() Anti-passback zones - New anti-passbhack zone
Properties Doors |
Tick the doors you want to include in this anti-passback zone.
Double-click a door to change it's behaviour.
Door I Raole | Reader B I Reader A I Enforce
* Main Entrance Border door In Cut Mo
O/ ¢ office
D u Rear Entrance
oK Cancel Apply

4
. Double-click a door to change the behaviour.

Main Entrance Properties

rRole

® Border Door {This door moves cards in and out of the zone]

{Cardholders can only access this door when

O Internal Door
in the zone]

[Cardhelders can only access this door when

O External Door
out of the zone]

Reader &

—Reader B

Valid cards will: Valid cards will:

O move user into the zone

@ move user into the zone

O move user out of the zone & move user out of the zone

~Enforce Anti-Passback

On entry [In order to open the door, cardholders must be out of the zone]

n exit [In order to open the door, cardholders must be in the zone]

oK Cancel
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o
. Review the doors. In the below example, the Main Entrance is a border controller, and the Office is an internal door. This
means that in order for a cardholder to enter the Office, they must first have presented a valid card at the Main Entrance. Click OK to
save.

(0 Anti-passback zones - New anti-passback zone =]
Properties Doors I

Tick the doors you want to include in this anti-passback zone.
Double-click a door to change it's behaviour.

Door | Role | Reader B | Reader A | Enforce |
U Main Entrance Border door In Out Entry and Exit
U Office Internal door  N/A N/A N/A

D U Rear Entrance

oK I Cancel Apply

“ Open a Live Events report as described in Viewing Current Activity. Present a card to the In Reader of the Border
Controller (in this example this is Reader B of the Main Entrance). A Valid Card is produced.

. 'Event Viewer - New Event View

aa
T,

# Settings

Valid Card

B -

Card ID
0045515

Main Entrance In

Cancel

First name

0045515 APB Fail Main Entrance In

<% 00045515 valid Card

05/10/2007 12:22:35 Main Entrance In

Mo matching records found
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Logging Cardholders In and Out of a Zone

In the previous example, a cardholder was prevented from entering a door because of an APB Fail. There are three ways to correct
this:
e Present the card at an Out reader on a Border Controller. In this example, that would be Reader A at the Main
Entrance.

e Open the Anti-Passback Zone, and select Logout Now in the Auto Correction section. Note that this will also log
all other cards out of the zone.

(O Anti-passback zones - Office Zone =]

Froperties | Doors I

rAnti-Passback Zone

MName |Dfﬁce Zone

rMode

O Discovery [Anti-passback status will be updated to the doors,
but not enforced]

® Active [Anti-passback will be updated and enforced]

O Off [Anti-passback will be not be updated or enforced]

 Dizcovery Mode Settings
O Lasts for III minutes

O Setuntil [06 October 2007 | at [00:00 =

® Set until further notice

L] Set to "Discovery Mode" on fire alarm reset

Use fire alarm input from I(ncne) vI
Discovery mode lasts for III minutes

r Auto correction

[ Log out cards every day at IDD:DD ﬁ

Mext logout at Mewver - auto logout not set Logout Now |

| Discovery mode not active |

e Log out the card individually using card manager.

1_
. Right-click the record in event viewer, and select Card Details

._-| Event Viewer - New Event View E@
Save * Settings @ Refresh x Cancel @ Print = Q Export 9 Show = ‘

Reader
In
In

First name Last name

Card ID
00045515 APB Fail
(300045515  Valid Card

Main Entrance
Main Entrance

Door Details

2 matching records found Disable Card y
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2
. The card record will be shown. You may need to add Current APB Zone to the list of fields. This is

detailed in Changing the Card Manager Display.

Last transaction: Main Entrance at 12:23:07 (APB Fail)

3
. Change the Current APB Zone to (none). Click OK.

¥ Card Manager - Existing Record
L-éﬁ.dd or Remove Fields = E Cardholder Phote = @ Print Card -
r Cardholder Details — r Photo
Card 1D [00045515 |
First name |Ju-hr1 |
Last name |Smith |
Enabled
Access level IAIl Doors ;l_l
Crormant D
Departm&ntl LI_I
Current APB zone _I
oK Cancel Apply

¥ Card Manager - Existing Record
Léndd or Rermnove Fields « E Cardholder Photo « I:Erl Print Card
r Cardhelder Details r Photo
Card ID [00045515 |
First name |Ja-hr| |
Last name |Smith |
Enabled
Access level IAll Doors LI_I
Dormant []
Departmentl ;l_l
Current APBE zone |Office Zone ;I_I
Office Zone |
Last transaction: Main Entrance at 12:23:07 (APB Fail) oK Cancel Apply

1 Event Viewer - New Event View

ré1 Save = Settings * Cancel

@ Refresh

@ Print =

= lE =

e Show =

C‘& Export

Date

Valid Card
APB Fail
Walid Card

05/10/2007 12:45:19
05/10/2007 12:23:07
05/10/2007 12:22:35

John
John

¢} 00045515
(300045515

First name

Last name

Smith
Smith

Door Reader
Main Entrance

Main Entrance In

Main Entrance In

2 matching records found




Registering the Doors Fortessa Software

After installation, the Doors Fortessa software will continue to run for 30 days. In order to continue using it, you must enter a Licence
Key.

Entering a Licence Key

1
- Select Enter licence key from the Login Screen.

Login =]

| Enter Licence Key ==

Please enter your 12 digit licence key. To obtain a
licence key please call Audio Visual Security.

Installation Key | 0E10-8D61-0R16

Enter licence kev

.2 |
Enter the Licence Key, and click OK.

Legin =

& Enter Licence Key =]

Please enter your 12 digit licence key. To obtain a
licence key please call Audio Visual Security.

Installation Key | OE10-8D&1-0R16

Enter Licence Key =]

p
|0] Doors Fortessa licenced suceessfully!
L1

ox
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Safety Notes

e Please read this manual carefully before attempting to install, program or operate the Fortessa access control equipment.
e This equipment must be installed in line with all relevant regulations and standards.

e  Make sure that wiring is rated according to fuses and current limits of relevant power supplies.

e All connections to this unit must be SELV level. (Safety Extra Low Voltage, BS EN 60950 1992)

e Every effort is made to ensure that this manual is complete and free from errors. However we reserve the right to make changes
to these products and this manual without notice.

e No liability is accepted for loss damage or injury as a consequence of using these products or instructions.

Document Number: FT3808-FT3809
Date: 01-02-2009
Issue: 1

Firmware Version Number: 1.55 and Later
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